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o Quantume-resistant version of current elD and eMRTD protocols

M Ot I Vatl O n o Currently used PACE (Password Authenticated Connection

& Establishment)is based on Diffie-Hellman

G O a | S o Diffie-Hellman is not quantum-resistant!

» PQCKEM Kyber [BDk+18]to replace DH key agreement



» Implementing PAKEM on NUCLEO STM32 board based on
previous student projects

Motivation

& > Integrate libOpenCM3 for STM32 boards

G O a | S » Integrating optimized CRYSTALS-Kyber-KEM PQM4 [kPr+]

» Implementing thorough performance benchmarks



Alice Bob

Password © Password '
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vk, &£ C.0R) Authenticated
o pk}, = Ci", (apka) Key
- Encapsulation
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Curremly working on NUCLEO-L4R5Z1
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» Extensibility
» Adding KEMs in the future

Server Client

- All KEMs available - KEM determined by flashed library
- Receives KEM via ACK-message - Sends KEM to sever via ACK-message




Used
Libraries

» TinyAES [1]
» PKCS7 Padding[2]
» Shake128/256 3]

[1] Tiny aes inc: https://github.com/kokke/tiny-AES-c
[2] Pkes7-padding: https://github.com/GRISHNOV/PKCS7-Padding
[3] Pgcrypto-lweke: https://github.com/microsoft/PQCrypto-L WEKE

Kyber

Static Libraries

- Crystals_Kyber512
- Crystals_Kyber768
- Crystals_Kyber1024
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PAKEM_KYBER

- KeyGen()
- Encap()
- Decap()

SABER

Static Libraries

- LightSaber
- Saber
- FireSaber
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- KeyGen()
- Encap()
- Decap()

[ PAKEM_SABER
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Frodo

Static Libraries

- Frodo640
- Frodo976
- Frodo1344
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PAKEM_FRODO

- KeyGen()
- Encap()
- Decap()

Keys

Utility

- Socket Communication
- Acknowledgement Message
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PAKEM-CORE

Skeleton for PAKEM-Interface
- KeyGen()

- Encap()

- Decap()

- Encrypt()

- Decrypt()

- KeyDerivationFunction()

v
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AES Module

- aes_128_encrypt()
- aes_128_decrypt()
- aes_256_encrypt()
- aes_256_decrypt()

KDF Module

- shake_128()
- shake_256()

Server
- All KEMs available

- Receives KEM via ACK-message

Client

- KEM determined by flashed library
- Sends KEM to sever via ACK-message




Curremly working on NUCLEO-L4R5Z1
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Server Client

- All KEMs available - KEM determined by flashed library
- Receives KEM via ACK-message - Sends KEM to sever via ACK-message




I_I bO penCM3 Linking and compiling with libOpenCM3
Integ ration Initializing hardware, sending correct

strings

» Handle USART communication with
libOpenCM3 [1]
> Keeping STM32 HAL for other Interrupts for USART never reached

t GPIO, clocks, ...
setups ( clocks, ...) Debuggingis difficult, tools by

STM32CubelDE limited and unreliable

Conflicts between STM32
HAL and libOpenCM3

[1]libopencm3: https://github.com/libopencm3/libopencm3



Optimized
CRYSTALS-
Kyber-KEM

» Post-Quantum Crypto Library for the
ARM Cortex-M4 (PQM4 [kPr+])

» Speed- and stack-optimized variants

» Benchmarkswere run with speed-
optimized variant



MemOry Intercepting memory allocation and
deallocation
Benchmarks

Tracking total memory usage, peak
memory usage and memory usage in
subroutines

» Thorough speed and memory
benchmarks on different system

configurations and subroutines Transmittingmemory profile for analysis

» Compare PAKEM to modified Kyber-
Ding-PACE

» ldentify memory-intensive
subroutines



Previous Work Our Work
Kyber-Ding- PAKEM PAKEM PAKEM

PACE Kyber512 Kyber768 Kyber1024
RAM used (kB 4.2 3.6 3.6 3.6
RAM and FLASH FLASH used EkB; 61.3 91.6 91.9 03.5
total usage (kB) 48.4 8.8 13.8 19.9
global peak (kB) 47.3 5.4 8.9 13.3
before protocol (kB) 0.1 0.2 0.2 0.2
after protocol (kB) 47.3 2.8 5.2 8.4
Heap keygen peak (kB) 5.9 3.4 5.6 8.1
keygen delta (kB) 5.9 3.2 5.4 7.9
apk encrypt peak (kB) 2.3 1.8 2.5 3.4
apk encypt delta (kB) 2.3 1.0 1.3 1.8
decap peak (kB) 0 1.0 2.0 3.4
decap delta (kB) 0 -1.6 -1.7 -1.5




Timing
Benchmarks

» Timer to measure
individual methods

» Timer to measure total
runtime of the protocol




Previous Work Our Work
Kyber-Ding- PAKEM PAKEM PAKEM

PACE Kyber512 Kyber768 Kyberl1024
sendClient PakemSetup (ms) 504 502 502 502
generateKeyPair (ms) 67 32 52 82
Function Calls sendClientPublicKey (ms) 501 518 525 533
receiveDecapsulatedSecret (ms) 86 34 56 337
deriveSessionKey (ms) 45 1 1 1
total time (ms) 3669 1095 1146 1469




LibOpenCM3 [1]integration

OpenSSL compilation for ARM

Missing hardware implementations for Ch a | | e ng es

SABER [Dkrv18] and Frodo [BCD+16]

Infrastructure (VM, STM32 Cube IDE)

Multiple redesigns of system architecture

[1]libopencm3: https://github.com/libopencm3/libopencm3



USART with libOpenCM3 1]

Expand code for real-world scenario

Future Work

Implement SABER [pkrvig]and Frodo [Bcb+16jon STM32
client

Further benchmarkingto compare KEMs

[1]libopencm3: https://github.com/libopencm3/libopencm3



Demonstration




Any
Questions?
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