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Implementation

Benchmarks

Challenges / Future Work

Live Demo
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Motivation
&

Goals

o Quantum-resistant version of current eID and eMRTD protocols

o Currently used PACE (Password Authenticated Connection 

Establishment) is based on Diffie-Hellman

o Diffie-Hellman is not quantum-resistant!

➢ PQC KEM Kyber [BDK+18] to replace DH key agreement
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➢ Implementing PAKEM on NUCLEO STM32 board based on 

previous student projects

➢ Integrate libOpenCM3 for STM32 boards

➢ Integrating optimized CRYSTALS-Kyber-KEM PQM4 [KPR+]

➢ Implementing thorough performance benchmarks
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Password
Authenticated
Key
Encapsulation
Mechanism
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PAKEM
Architecture

➢ Flexibility

➢ Interchange components quickly

➢ Usability

➢ Easy to use interface

➢ Efficiency

➢ Improved memory usage

➢ Extensibility

➢ Adding KEMs in the future
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Used
Libraries

➢ TinyAES [1]

➢ PKCS7 Padding [2]

➢ Shake128/256 [3]
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[1] Tiny aes in c: https://github.com/kokke/tiny-AES-c

[2] Pkcs7-padding: https://github.com/GRISHNOV/PKCS7-Padding

[3] Pqcrypto-lweke: https://github.com/microsoft/PQCrypto-LWEKE



Secondary
Achievements

➢ Communicate KEM with 

ACK-Message

➢ Memory-Efficiency

➢ Usability
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LibOpenCM3
Integration

➢ Handle USART communication with 

libOpenCM3 [1]

➢ Keeping STM32 HAL for other 

setups (GPIO, clocks, …)

Linking and compiling with libOpenCM3

Initializing hardware, sending correct 
strings

Interrupts for USART never reached

Debugging is difficult, tools by 
STM32CubeIDE limited and unreliable

Conflicts between STM32 
HAL and libOpenCM3

9

[1] libopencm3: https://github.com/libopencm3/libopencm3



Optimized
CRYSTALS-
Kyber-KEM

➢ Post-Quantum Crypto Library for the 

ARM Cortex-M4 (PQM4 [KPR+])

➢ Speed- and stack-optimized variants

➢ Benchmarks were run with speed-

optimized variant
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Memory
Benchmarks

➢ Thorough speed and memory 

benchmarks on different system 

configurations and subroutines

➢ Compare PAKEM to modified Kyber-

Ding-PACE

➢ Identify memory-intensive 

subroutines

Intercepting memory allocation and 
deallocation

Tracking total memory usage, peak 
memory usage and memory usage in 
subroutines

Transmitting memory profile for analysis
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Timing
Benchmarks

➢ Timer to measure 

individual methods

➢ Timer to measure total 

runtime of the protocol
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Challenges
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LibOpenCM3 [1] integration

OpenSSL compilation for ARM

Missing hardware implementations for 

SABER [DKRV18] and Frodo [BCD+16]

Infrastructure (VM, STM32 Cube IDE)

Multiple redesigns of system architecture

[1] libopencm3: https://github.com/libopencm3/libopencm3



Future Work
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USART with libOpenCM3 [1]

Expand code for real-world scenario

Implement SABER [DKRV18] and Frodo [BCD+16] on STM32 

client

Further benchmarking to compare KEMs

[1] libopencm3: https://github.com/libopencm3/libopencm3



Demonstration
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Any 
Questions?
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