Supervisor

<l
Ve

NouriAlnahawi

- A
_d?‘;'y/ .'3" .l,'“'
"c:;:ﬁ’;- -f '.'\",‘ F

~

Gero KnoblaueNatthias MerZhiaraviarieZok- Peter MuelleDominik Heinz



Agenda

elDProtocols

Hardware



Qq Introduction

Problem

w elDandePAS&urrentlysestandargrotocolsvithclassicatryptography
w ThreatendyquantuncomputeréS h oandiss o \Algarithis
w Migrationeedgobedone

Our Goal

w IntegratioafPQC improtocols
w Focus on PAQiEotocol
w Fitsourconstraints
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FE EAC Sub -protocols

PACE Password Authenticated Connection Establishment

A PIN input
A Ephemeral Diffitellman based
A Session keys generation
TA Terminal Authentication
A Sends certificate chain
l A Random number challenge and verify
CA Chip Authentication

A Passive Authentication
A Statieephemerdiffie Hellman



¥ PACE Protocol

Chip

Generate nonce
and encrypt with PIN Send encrypted nonce

Terminal

[
»

Exchange Mapping Data

A

Execute mapping protocol I

Generate DH key pair
Exchange public keys

!

A 4

A

Derive Session Keys ®
MACKey and ErA€ey
Exchange token

A 4

A

Decrypt token with
MACKey

@ Enter PIN and decrypt nonce

Execute mapping protocol

Generate DH key pair

Derive Session Keys
MACKey and EHrtey

Decrypt token with Meey
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g Constraints

Before starting research

A Existing code / implementation / documentation N H

A Needs to fit @Dcards

A Preferably NIST Round 3

A Crypteagility (security levels, signature schemes, backward compatibility) \Ek




= KEX / AKE | KEM

Key Exchange
A Twopartie®stabliskogethea symmetrikey

Key Encapsulation Mechansim
A Onepartyestablishdseywhichs encapsulatezhd sentb otherparty

Authenticated Key Exchange
A Combinatiomithauthenticatianechanism

@
A Canbecombinedithpassword¢PAKE) i



& PQC

Types

A Codebased

Security levels

A Hashbased

e

A lsogenypased ge

A Multivariateased

A Latticbased



g Lattice based Cryptography

Different Types:

A Most schemes based on @\éRest vector problemnCV Rclosest vector problem)

A Either use rounding or add error term

A Unstructured / Structured / Ideal lattices

Our finalists:

A NTRUKyberSaber, 3Bears




g Crystals Kyber

Ringused

A INDCCAZXecure KEMeyEncapsulatiddechanisyn TGl o

A Basedn LWH._earningithErrorspverModuldattices
A CBD(Centereinomidbistributiomoisesampling

A 3securitjevelsimilatoAES 128/192/256

A Ringstayghesame

A Changelimensionsn <><><><>
; L XXX
Raon







@ REID/NEC Cards

Current state of the Art:
A Tickets
A Key Cards

A elD(Personalauswgis

Manufacturers
A NXP

A Infineon

OS:
A Java Card OS

A proprietary



Hardware Constraints

A Larger keys have to fit on card storage / RAM
A PQC: Different mathematical computations

A PQC currently not in hardware

A CoProcesstor RSA/ECC

A Overall Speed (2sec barrier)

Keysize at 128 bit post-quantum:

Public K Private K
NTRU 766.25 B 842.875 B
McEliece 1.0 MB 11.5 KB
Kyber 800.0 B 1.6 KB
SIKE 378.0 B 434.0 B
ECC 32.0 B 32.0 B
elD 10KB (RAM) / 700KB (Flash)



@ Decision

SUPERCOP [eBATS]

A SpeedKeyGercreateCiphegenerateSessionkey

A Spacialequiremen(sublicKegiphey

pgm4

A SpeeddycleskeyGerencapsdecaps

A Memorjootprint

Overall Performance

A Progransize

1.

Kyber
NTRU

Saber

NewHope

Referenced Hardware in Papers

l4rbzi

NXP elD
CPU arm Cortex M4 120 Mhz | 32 bit CPU / CoProcessor
Flash | 2MB ~ 700 KB
RAM 640 KB 10176 B




@ Purchased Hardware
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A already available implementations®”
M24SRISCOVERY

A PQClean

A pgm4
o7 L =
A kind of restricted hardware ——

A NFC coverage
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QQ Implementation

A Implementestandaré®®ACE

A BasednOpenPACE :
Chip Terminal

Generate nonce
and encrypt with PIN

Execute mapping protocol

Generate DH key pair

Derive Session Keys
MAGCKey and Enc
Key

Decrypt tokevith
MACKey

Send encrypted nonce

A\ 4

Exchange Mapping Data

@

w“

Exchange public keys

‘ . Y

A 4

A

A“

Exchangtoken

h /

!

Enter PIN and decrypt
nonce

Execute mapping protocol
Generate DH key
pair

Derive Session Keys
MAGCKey and Enc
Key

Decrypt token with M&s&y



