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Introduction

ω eIDand ePASScurrentlyusestandardprotocolswithclassicalcryptography

ω Threatendbyquantumcomputers(Shorósand GroverósAlgorithm) 

ω Migration needstobedone

Problem

Our Goal
ω Integration ofPQC in protocols

ω Focus on PACE protocol

ω Fitsourconstraints



eID

Protocols



EAC Sub -protocols

PACE Password Authenticated Connection Establishment

ÅPIN input

ÅEphemeral Diffie-Hellman based

ÅSession keys generation

TA Terminal Authentication

ÅSends certificate chain

ÅRandom number challenge and verify

CA Chip Authentication

ÅPassive Authentication

ÅStatic-ephemeralDiffie Hellman
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Decrypt token with MAC-Key

PACE Protocol
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Theory



Constraints

Before starting research 

Å Existing code / implementation / documentation

Å Needs to fit on eIDcards 

Å Preferably NIST Round 3

Å Crypto-agility (security levels,  signature schemes, backward compatibility) 



KEX / AKE / KEM

Key Exchange

Å Twopartiesestablishtogethera symmetrickey

Key Encapsulation Mechansim

Å Onepartyestablisheskeywhichisencapsulatedand send tootherparty

Authenticated Key Exchange

Å Combinationwithauthenticationmechanism

Å Can becombinedwithpasswords(PAKE)



PQC

Types

ÅCode based

ÅHash based

Å Isogenybased

ÅMultivariate based

ÅLatticebased



Lattice based Cryptography

Different Types:

Å Most schemes based on SVP (shortest vector problem) or CVP (closest vector problem)

Å Either use rounding or add error term

Å Unstructured / Structured / Ideal lattices

Our finalists:

Å NTRU, Kyber, Saber, 3Bears



Crystals Kyber

Å IND-CCA2-secure KEM (Key EncapsulationMechanism) 

ÅBasedon LWE (Learning withErrors) overModule lattices

ÅCBD (CenteredBinomialDistribution) noisesampling

Å3 securitylevelssimilartoAES 128/192/256

Å Ring staysthesame 

Å Change dimensionsk,n

Ring used:

ᴚ ϳὼ ὼ ρ



Hardware



RFID/NFC Cards

Current state of the Art:

Å Tickets 

Å Key Cards 

Å eID(Personalausweis)

OS:

Å Java Card OS

Å proprietary

Manufacturers:

Å NXP

Å Infineon



Hardware Constraints

Å Larger keys have to fit on card storage / RAM

Å PQC: Different mathematical computations

Å PQC currently not in hardware

Å CoProcessorfor RSA / ECC

Å Overall Speed (2sec barrier)



Decision

SUPERCOP [eBATS]

Å Speed (keyGen, createCipher, generateSessionKey)

Å Spacialrequirements(publicKey, cipher)

pqm4

Å Speed (cycles: keyGen, encaps, decaps)

Å Memory footprint

Å ProgramSize

Referenced Hardware in Papers



Purchased Hardware 

Advantages

Å already available implementations

Å PQClean

Å pqm4

Å kind of restricted hardware

Å NFC coverage

M24SR-DISCOVERY

ST25R3916-DISCO

ST25R3911B-DISCONUCLEO-L4R5ZI

NUCLEO-L476RG



Implementation



Implementation

Generate nonce

and encrypt with PIN

Chip Terminal

Execute mapping protocol

Derive Session Keys

MAC-Key and Enc-

Key

Decrypt token with

MAC-Key

Enter PIN and decrypt 

nonce

Execute mapping protocol

Generate DH key pair
Generate DH key 

pair

Derive Session Keys

MAC-Key and Enc-

Key

Send encrypted nonce

Exchange Mapping Data

Exchange public keys

Exchangetoken

Decrypt token with MAC-Key

Exchange withKyber

Å ImplementedstandardPACE

Å Basedon OpenPACE


